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Who is “Controller” and who is “Processor”?

• Node operators?

• Miner who mines a specific block?

• All miners together?

• User who signs a transaction with her private key?

• Software developer?
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Art. 4.7 and Art. 4.8 GDPR
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What about the WP29 / EDPB?

WP 169 (2010) (not endorsed by the EDPB)

English: „controller“
French: «responsable du traitement»
German: „Verantwortlicher“
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European Court of Justice C-25/17

Some factual influence is required, either legal or technical
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Is there factual influence?

• Node operators

• Miner who mines a specific block

• All miners together

• User who signs a transaction with her private key

• Software developer

Opinion of the CNIL
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Controller on which level?

Public Blockchains ⬌ Permissioned Blockchains

Blockchain level

Immutable Smart Contract ⬌
Smart Contract controlled by a third party

Smart Contract level

Users control the transaction they write

Transaction level
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Can there be a system without a controller?

ECJ: C-131-12:
effective and complete protection of data subjects
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What serves the data subjects better?

No data processing without accountability

• Data subject is forced to trust an 
intermediary

• There is always somebody accountable

• Risk of intermediary abusing the data

Freedom to use peer-to-peer systems

• Data subject has the freedom whether she
wants to trust an intermediary

• When no intermediary is selected, there might
be a lack of accountability

• No risk of intermediary abusing the data


