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Cryptographic hash functions

• Serve as digital fingerprints

• Virtually unique

• Fixed length (e.g. 32 bytes)

• For digital objects of any size

Demo 2

http://onlinemd5.com/
https://tools.keycdn.com/sha256-online-generator
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Use of Hash Values

Public Private

Encrypted Data
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Use of Hash Values

Public Private

Data
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Personal Data
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Why isn‘t identifiable enough?
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No personal data
if the only information
contained or derived is
the information that you
need to locate the
information or to identify
it with the data subject
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Recital 26
3To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out,
either by the controller or by another person to identify the natural person
directly or indirectly. 4To ascertain whether means are reasonably likely to be
used to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for
identification, taking into consideration the available technology at the time of
the processing and technological developments.

• Only if not „practically impossible on account of the fact that it requires a 
disproportionate effort in terms of time, cost and man-power“ (ECJ, Breyer)

• But under consideration of future developments like Quantum Computing

When is a person identifiable?



Hashes of Personal Data November 26th, 2019             Blockchain & GDPR, Berlin      Jörn Erbguth, joern@erbguth.ch #8

Are hash-values of personal data personal data?

WP29 (05/2014, WP216)
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Risks to watch out when using hash-functions

Singling out?

xyz

xyz
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Risks to watch out when using hash-functions

Linkability?
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Risks to watch out when using hash-functions

Inference?
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Risks to watch out when using hash-functions

Reversibility?

Low Entropy

Rainbow Table
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Compare data through hash-values

=?
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Facebook Custom Audience

customers users
Display adds only to customers that are Facebook-users

Comparison of hash-values only

john.smith@gmail.com john.smith@gmail.com
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How to Hash Data
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How to Hash Data
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How to Hash Data



Hashes of Personal Data November 26th, 2019             Blockchain & GDPR, Berlin      Jörn Erbguth, joern@erbguth.ch #18

Use Cases for Cryptographic Hash Functions

• Validate external documents

• Time-stamping

• Proof of Existence

• Basic functionality for cryptography and DLT

• Compare documents without disclosing them

Using hash functions the wrong way can lead to
the identification of data subjects and exposure of personal data!
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How to check if remaining data on a blockchain 
constitutes personal data?

Is it possible to identify some information through the remaining data on a 
blockchain with natural persons?

What if

• somebody knows one transaction, can she see further transactions of the 
same person?

• somebody knows part of a transaction, can she see further details?

• somebody knows personal details of a person, can she discover 
information about the person’s activity?

If there is remaining personal data on a blockchain, is there proper 
justification for continuous storage of this data?


